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Cyber Insurance
Protection for UK businesses

One cyber incident can halt tendering, invoicing and trading. It’s
not just blue-chip firms being targeted.

Features & Benefits

Incident Response (24/7): Immediate access
to a team of experts.

Data Security Breach Costs: Supports costs
like IT forensics, legal advice, notifying

affected individuals, and credit/ID monitoring.

Data Recovery: Costs to restore
systems/data after virus, hacking or denial-

of-service; repair/replace damaged
computer equipment.

Business Interruption: Loss of revenue from a
malicious attack, extortion or data breach

affecting your systems (including outsourced
IT/data providers).

Extortion: Recovery costs and potential
ransom payment (where insurable by law) if
criminals hold you to ransom or threaten to

release data.

Reputation Management: PR consultant
costs to minimise adverse publicity after an

incident.

Common Attack Routes

Phishing Email Link: A fake
Microsoft/DocuSign email that steals log-in

details.

Invoice/Bank Details Fraud: A hacked inbox
sends “new bank details” to

customers/suppliers.

Weak or Reused Passwords: One leaked
password unlocks email, accounts and

cloud files.

Ransomware from a Download: One click
encrypts files and halts tendering/invoicing.

Lost or Stolen Device: A laptop/phone
exposes customer and employee data.

Supplier Compromise: A subcontractor or IT
provider breach spreads to you.

Missed Updates: Hackers exploit old
software that hasn’t been updated.
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